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Cryptocurrency Technology Should be 
Assessed as an Opportunity and a Risk

● Strengths
● Weaknesses
● Opportunities
● Threats
● Short term vs. long term



Bitcoin = purely digital asset derived from 
computer science



Have you ever...

● Sent a cross-border 
email before?

● Sent a cross-border 
payment?



What is the big deal about blockchain?



The Internet of Things



STRENGTHS

● Solving the double spending problem
● Possible to digitize assets
● Digital scarcity can be created
● Peer-to-peer tokenization enables new 

marketplaces





Blockchain:              a software protocol 
where               

independent                                                 
nodes confirm 

transactions                                                   
in 

a                                                                  
decentralized 

manner



WEAKNESSES

● Scalability
● Governance
● Still experimental
● Vague terminology, no clear standards
● Regulatory uncertainty



OPPORTUNITIES

● Address inefficiencies in banking and 
payments

● Make government budgets and fiscal 
policy more transparent

● New marketplaces, more financial 
activity

● Might this technology be like the steam 
engine or the railroad?



Potential for Non-Financial Uses of 
Blockchain Tech



THREATS

● Short term - Illicit actors using 
cryptocurrencies

● Long term - Geopolitical repositioning. 
Who will drive a potentially alternative 
financial system if your nation is behind?



Jahezona “Equip Us” Campaign...



...Seeking Bitcoin in 2016



Flow of Transactions Originating from BTC-e



In 2018, “al-Sadaqah” soliciting 
cryptocurrencies on Telegram













Multiple Ways to Send BTC



Others Following Suit



Tools of the Trade



Enter a Newer Digital Currency: Monero



Jahezona Address Still Active Almost 2 
Years Later





But what about regulation?



Anyone can create a digital currency



Sanctions, Smanctions

● “Pssst, you know 
that Bitcoin stuff 
doesn’t go through 
the SWIFT banking 
system? You know 
that, right?”



Blockchain tech is based on open source 
software



Encrypted messaging used to be novel...



Short term sanctions evasion? Not so 
much.



But I do worry about regime collusion in 
the long term...





S.W.O.T. Analysis

● Strengths
● Weaknesses
● Opportunities
● Threats



New opportunities, new risks - Must stay 3 
steps ahead



Discussion

Yaya J. Fanusie

● FDD’s Center on 
Sanctions and Illicit 
Finance

● yaya@defenddemocracy
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● Twitter: @SignCurve
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